22.R2 Platform
Enablement

FintechOS Partner Product Enablement Week
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Release

Enterprise, usability, extensibility & more!
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Raising the Platform Enterprise Bar
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’ Security & Compliance © /  Performance &
’ . Stability

@ FintechOS Identity Services | § «}{7 Improvements for Jobs

Identity broker implementation provides Execute FintechOS jobs in parallel multiple jobs
consistent approach to different security providers i queues

and the ability to map the provided claims with ! |

FintechOS security roles. @ Overall Performance

Average 10% - 15% Performance Improvement

"}fj Key Management

Moving system and configuration parameters to ﬁ 750 Defects Resolved!

secure key management and storage . o
no known critical nor major issues

iy
s

New unified logging infrastructure stores a
contextual log for applications and links every event
with business data context for corelated events

"}fj Automation Blocks
More compliance with eIDAS and ADR

___________________________________________________
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Data & Integration

"}{;’ Integration Framework

Integrate to 300+ systems with standard and
scalable connectors, and create your own

@= Document Export
Export business date to CSV, XLS or PDF

e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e Em e e e E e e e e e e e e e e = e =T
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Usability, Extensibility & More

_____

Usability

@ Improvements for Jobs

Execute FintechOS jobs in parallel multiple jobs
queues

|;,® Innovation Studio

New Ul components, menu, and homepage
redesign

= SDK Regular Upgrades

Mobile and Browser updates quarterly

@; Digital Assets

Give developers better control over delivery cycle

N e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e = T

(] fintechOS

-

P e e e T I e e e T e e e e e e T T T

Analytics

@= Digital Journey Analytics

Understand the digital journey
performance with a built-in graphical
data representation

N e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e R e e e e e e e e e e e e e e e e e e

e e e e e e e e

- ~

utomation Blocks

A= AriadNEXT
Improved KYC capabilities

A= Onfido

Improved KYC capabilities

___________________________________________________________

- - o

Extensibility

@’ Digital Journey API.

Expose digital journey orchestration through
APIs so the digital journey can be consumed
by external applications

[@ Standard Open API

Redesign of FintechOS open API to be swagger
compliant and with the addition FintechOS IDP
authentication functionality.

N e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e =
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Connectors

@= CODAT Connector

Offers easily integrating with companies
accounting, banking, eCommerce, PoS,
and payment software.

_____________________________________________________________
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Digital Journ

This is how the slides look like when|/you actyally place content in them
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Digital journey APIs

Digital construction teams can now expose digital journeys via APls, making it easier
to set up digital journeys for bank’s own frontend, third party CMS, embedded etc.

FI's own New
CX § § 3"d party ")
channels channels 4

Customer journey design
Automation logic
Content and localization
Offer configuration

Product definitions
Customer, transaction,
contract data

Data integrations

(] fintechOS

r 350/ Phones computers
% clect
e electronics

e Furniture, home
. o
30 /° white goods

r € Travel, flights,
o,
x 27 /o hotels

-
4. Clothes, shoes,
0,
@ 25/" fashion

Digital purchases,
games, music

1 ) 20%

o L
* 19% Luxury goods

2 | 31% Hotels, BnBs

25% Local shops

Restaurants
° ’
E 23% takeaway food

Plumbers, builders,
‘_' 20%

electricians

@'@ 18% sports, clubs

@ 16% Training, tutoring
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Journey Analytics

Journeys Overview

Built-in analytics help you understand
if your digital journeys are effective

»
® o &
rne ted
® o aba
&3 .
Steps Funnel = Average Step Time
- - - -
@ Confirmén ® Cus
‘ Pet gt In . M
. inancal Info . Uoload [ 10N
’ Rejen ] Loan . Offe . ourneys comoleted sucesstully ave age tif
® Sign act . Off¢ cted l.“ . wineys abandoned average Un
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ne

Journeys Overview Percentage

= Not Completed vs Completed Digital
Journeys

. O NS noleted successtully

ourmeys co noleted unsuccessiu Y

Visually identify where customers or
prospects are dropping off and the time
spent on each step.
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Connectors

This is how the slides look like when|/you actyally place content in them
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Onfido

Main flow

Capture ID image

Can be set:

- OCR
- Biometric liveness
- Document details

- Default applicant data

(] fintechOS

Automatic validation (some
flows can get on manual
validation up to 10 minutes)

Biometric Liveness (Photo and Final results are available
Video)

Results processing:

- OCR data can be used for autocompletion.

- Final results are separated by each report type: ID Validation; Liveness based on Photo or Video

- After completing the capturing steps, a Notification is received in each FTOS instance as:

- Reports are available and verified
- Reports can be extracted

FintechOS 2022 | All rights reserved




Account setup and documentation

Account setup

Each client have own account, first for DEMO (DEV & UAT) and after for Production.

FintechOS 2022 | All rights reserved

Documentation

Public documentation: https://docs.fintechos.com/APs/Onfido/21.2.2300/Home.htm

(] fintechOS 10


https://docs.fintechos.com/APs/Onfido/21.2.2300/Home.htm

This is how the slides look like when|/you actyally place content in them
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Digital Assets

Less motion for putting together business solutions

1. The latest release makes configuration work more

type.

oundling everything together.

intuitive by introducing the notion of Digital Asset

Users can split any Digital Solution into several Digital Assets which serve a specific purpose instead of

By choosing between Data Model, Data Config, Digital Journey, Digital App or Resources, the user can

better manage the solution life-cycle.

2. Digital App is now the choice for creating and configuring employee facing business solutions

where tabular forms are usually needed.

To support Digital Apps and modular delivery of so
entity form sections standalone from the parent ta

(] fintechOS

utions, it is now possible to package and export

oular form.

FintechOS 2022 | All rights reserved
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Key Management (1/4)

System and configuration parameters are now stored and managed in a more secure infrastructure

Scope:

FintechOS 2022 | All rights reserved

e system parameters,
 environment variables,

« services credentials or API keys

Main benefits:
« Increased security and control over keys and secrets
« Applications have no direct access to keys

« Reduced latency with cloud scale

(] fintechOS 14



Key Management (2/4

System Parameters

« Use Innovation Studio to create and edit parameters

« Bundle related parameters into System Parameter Groups

» Assign security roles to a System Parameter Group

(] fintechOS

S5YSTEM PARAMETER GROUP

Mame

Description

System Parameters

ApplicationKey

ApplicationKey?2

SecurityRoles

SecurityRole

Q

Developer

My&pplicationSecrets

This is where | store sensitive keys

(Al

SystemParameterGroup

Q,

MyApplicationSecrets

] innovation studio

Type here to search

Evolutive Data Core

Digital Experience

Automation Blocks

ECOSYSTEM

Analytics

Configuration Management

Advanced

Security

Admin

2. Admin

Entity Statuses

Option Sets

Settings

System Parameters
System Parameter Groups
Applications Languages
Localization Resources
Email Templates

4 Omnichannel Communication
Automation

=+ Insert | | ¥ Delete | | B Export | | o

Refresh

Group Mame

3
o

MyApplicationSecrets

MyApplicationSecrets

<+ Insert | | ® Delete | | K Export | | o

Refresh

FintechOS 2022 | All rights reserved
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Key Management (3/4)

Application settings

Use Cloud Configuration Manager to manage environment variables, services credentials or API keys

Perform bulk update using JSON format not XML

Versioning is supported

How to uses case - here

' Secrets Access Policies Tools ® Siatus v

kv  Campaigns-DEY < Campaigns-DEV-5tudic ¢ app-settings

Campaigns-DEV/Campaigns-DEV-Studio/app-settings

Secret Metadata

Delete Copy ~ Version 4 -~ Create new version <

Key Value Version created May 13, 2022 03:34 PM

ADPath

AutoAuthDefaultBusinessUnit

AutoAuthOneTimeKeyExpiration

AutoAuthRequestExpiration

(] fintechOS
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https://fintechos.atlassian.net/wiki/spaces/DS/pages/1027801319/Hashicorp+Vault+-+how+to+update+keys

Key Management (4/4)

General considerations about using v22 (clean install or upgrade)

« System and configuration parameters are automatically synchronized with your Cloud Configuration

FintechOS 2022 | All rights reserved

Manager instance.

 Existing values, if the case, are not overwritten but versioned

(] fintechOS 17



This is how the slides look like when|/you actyally place content in them
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What is FintechOS Observability

Observability allows the platform to generate log events and push those logs to various
destinations such as system consoles, files, log servers, or Application Performance
Management (APM) services.

FintechOS 2022 | All rights reserved

Through observability, customers can control sending log messages to the following

destinations:

« System console

* Local file storage

» Seq. structured log server

» Azure Application Insights service

[[J fintechOS | Product Enablement Week 19



Why use FintechOS Observability

FintechOS 2022 | All rights reserved

FintechOS Observability can provide valuable insight, such as:

« Event Sources
« Business messages - relate to the events within the business logic of your application.

« Framework (and library) messages - those that relate to libraries, frameworks, and other low-level
code which your application uses

 Infrastructure - infra events (ram/cpu/storage/...)

[[J fintechOS | Product Enablement Week 20



Logging context properties

The concept of logging context properties can be split in two interest areas:

HPFI developers

» Can be set-up by HPFI devs by consuming the C# code

Digital Developers

» Can be set-up inside the Server side scripts. FintechOS has built a list of exposed API that can be consumed by a digital
developer. Logging Context can be accessed anywhere in server side scripts code automatically. It has the following
exposed APIs available in the main bundled JavaScript library:

getLogPropertyValue(string key);
setLogProperty(string key, string value)
IsSLogPropertySet(string key);
clearLogProperty(string key);

[[J fintechOS | Product Enablement Week
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Additional observability features

The following observability topics have been addressed in this release
APl logging - inbound requests
*CRUD operations logging

*Authentication events logging

Key take-aways

Logging these type of events has been moved out of the DB, and into APP insights
« Will decrease DB storage significantly

« Have on/off switch

 Fields are mapped accordingly

Documentation: Observability (fintechos.com)

[[J fintechOS | Product Enablement Week
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https://docs.fintechos.com/Platform/22.1/AdminGuide/Content/DEVOPS/Observability.htm

Integr

DDDDDDDDD
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Use cases for Integration Framework

» Custom integrations

FintechOS 2022 | All rights reserved

 Integrate FintechOS with customers’ systems

e Connectors

« Create components integrating the FintechOS platform with 3 party apps and data sources

[[J fintechOS | Product Enablement Week 24



Why Integration Framework

 Integrate the FintechOS platform with 3" party systems utilizing various technologies and protocols (REST,
SOAP, IMS etc.)

* Provides more than 300 components to integrate with
« Reduce the required effort to implement working integrations
« Scalable on its own: decoupled integration logic and runtime from the platform

 Introduce integration patterns needed in practical applications of system integration such as content-
pased routing, dynamic routing, throttling etc.

[[J fintechOS | Product Enablement Week
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Documentation:

« Please check out the following links on setting up the Integration Framework and features:

» FintechQS Service Pipes
« (Calling External Services via Service Pipes (fintechos.com)

[J fintechOS | Product Enablement Week

FintechOS 2022 | All rights reserved

26


https://docs.fintechos.com/Platform/22.1/AdminGuide/Content/Integrations/servicePipes.htm
https://docs.fintechos.com/Studio/22.1/UserGuide/Content/Ecosystem/callSP.htm
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What is FTOS OpenAPI

OpenAPl is the first step in making our architecture openAPI 3.0 (Swagger) compliant, and there
is @ need to cover other endpoints from the platform in subsequent future releases. The
-intechOS APl is a Swagger-based web app (or Windows service) that provides FintechOS
platform APIs which are compliant with the OpenAPI 3.0 (Swagger) specifications.

FintechOS 2022 | All rights reserved

This will enable our platform/clients to:

* expose & consume our APIs

* have authentication/authorization methods that are industry wide compliant with several auth
standards (e.g. OAuth 2.0)

[[J fintechOS | Product Enablement Week 28



FTOS OpenAPI interface

FintechOS API <=

Authentication

Metadata - AC_Ent1

Metadata - AC_Ent2

Metadata - Account Functionality

Metadata - Account Type

Metadata - Action

Metadata - Action Source Type

Metadata - Action Template Content Tokens

Metadata - Activity

[[J fintechOS | Product Enablement Week
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FintechOS Endpoints -endpoints for server-side scripts

FintechOS Entities - endpoints for all non-system entities and non-bw entities

FintechOS MassOperations - endpoints for mass operations

FintechsOS Digitaljourney - endpoints for digital journeys

FintechOS 2022 | All rights reserved
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Why FTOS OpenAPI?

» Enterprise fit into enterprise customer IT landscapes
« FintechOS OpenAPI aims to comply with and follow industry wide standards.

« This will enable our platform/clients to:

» EXpose & consume our APIs

« Have authentication/authorization methods that are industry wide compliant with
several auth standards (e.g. OAuth 2.0)

Documentation: FintechOS API| Guide - FintechOS AP| Guide

[J fintechOS | Product Enablement Week
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https://docs.fintechos.com/apiGuide/Default.htm
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Why FintechOS IDP

The FintechOS ldentity Provider supports identity brokering, allowing users to log in to
FintechOS applications and services using any external identity provider that supports the

FintechOS 2022 | All rights reserved

OpenlD Connect standard. Most common external identity providers are:

* Azure AD
« Okta
« AWS Cognito

FintechOS IDP also enables:
» Single-Sign-On (SSO)
» |dentity Brokering and Social Login
» User Federation
» Client Adapters

[[J fintechOS | Product Enablement Week 32



Features

» Users authenticate with the FintechOS IDP rather than individual applications. This means that your
applications don't have to deal with login forms, authenticating users, and storing users. Once logged-in to the

FintechOS IDP, users don't have to login again to access a different application

* FintechOS IDP comes with its own management console, where the available features can be managed

accordingly

FintechOSrealm #

fintechOSrealm

More details & documentation: FintechOS |Identity Provider

[[J fintechOS | Product Enablement Week
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https://docs.fintechos.com/Platform/22.1/AdminGuide/Content/Security/ftosIdp.htm

Async &4

Recurring
Services
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Async & Recurring Service

Usage

- Running of asynchronous Tasks in HPFI is enabled by the JobServer service.

- JobServer has been integrated with Fintech Innovation Studio via Schedule Jobs and are
triggering on demand script executions. It can also trigger SQL procedure executions.

- JobServer was created to resolve business cases such as: calculate financial statement,
generate payments, generate reports, send notification, send /retrieve data from third
parties, execute tasks that take long time, based on a schedule with a specific frequency.

— D

>\ S
Fintech DB

~ -

JobServer Services

[J fintechOS | Product Enablement Week
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Async & Recurring Service 22.1.0

New Feature - Queueing capabilities

Until 22.1.0 the user could not use more than 1 JobServer, if thete was the need, becaue the execution of the schduled jobs from Fintech was multipled

with the number of services installed.

From 22.1.0 if there is the need, more than one Jobservers cand be installed using de services trigger queue mecanism. This means that you can set the

Services to work with queues after the queueing applications.

New Feature - How it works

After installing more than one JobServer, only on of them will be set as an Orchestrator, and the others as ‘workers” and they can share the
load. Each cand be configured to trigger several scheduled jobs and each will receive a random job to executed, and it will always execute

those jobs. This way the jobs won't be executed more than once at the same time.

JobServer

Queueing Application

schedule job 2

Orchetrator

JobServer
Worker

[J fintechOS | Product Enablement Week

schedule job 4

schedule job 8

schedule job 9

schedule job 7

schedule job 3

schedule job 5

schedule job 1

schedule job 6

FintechOS 2022 | All rights reserved
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Thank you!
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